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library ieee;
use ieee.std_logic_1164.all;
use wor k. DES PACK. al | ;

entity DES is

port (
DATA: i nout std | ogic_vector (7 downto 0);
CLOCK: in std_I ogi c;
RESET_N: in std_I ogi c;
DIE N in std_I ogi c;
DOE_N: in std_| ogic;
KEY_N: in std_I ogi c;
ENCRYPT: in std_| ogic;
DI _REQ N: out std_| ogic;
KEY_REQ N: out std_| ogic;
DO RDY_N: out std | ogic
)
end ;
architecture BEHAVE of DES is
-- internal signals
signal CLK: std_I ogi c;
si gnal RESET: std_| ogi c;
signal DN std logic_vector (1 to 8);
si gnal DOUT: std logic_vector (1 to 8);
signal DI REQ N std_| ogic;
si gnal DORDY_N: std_| ogic;
signal KEYREQ N: std_| ogic;
signal D E std_| ogic;
si gnal DCE: std_I ogi c;
si gnal KEYE: std_| ogi c;
si gnal ENCR std_I ogi c;
signal PIN_CE std_logic :="'1";

-- Left/Right Register Controls:

signal LR _LOAD: std_|I ogic;
signal LR SHFT_EN  std_|l ogic;

-- Key Register Controls:
signal CD DR std_|I ogic;
si gnal CD_MODE: std_I ogi c;
signal CD SHFT_EN. std_| ogic;

-- Internal Buses:

signal CD: std | ogic_vector (1 to 56);
si gnal KS: std_logic_vector (1 to 48);
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DB1:
DB2:
DB3:
DB4:
DB5:
DB6:
DB7:
DBS:

si gnal
si gnal

-- Top

si gnal
si gnal
si gnal
si gnal
si gnal
si gnal
si gnal
si gnal

begi n

Bl DI R
Bl DI R
Bl DI R
Bl DI R
Bl DI R
Bl DI R
Bl DI R
Bl DI R

Pl :
PO

std _logic_vector (1 to 32);
std _logic_vector (1 to 32);

| evel visible E Pernutation signals:

R1:
R8:
RO:
R16:
R17:
R24.
R25:
R32:

1/0 Buffers:

port
port
port
port
port
port
port
port

CLOCK BUFFER:

map
map
map
map
map
map
map
map

std_I ogi c;
std_| ogi c; -- also to DAUT(1)
std_I ogi c;
std_I ogi c; -- also to DOUT(3)
std_I ogi c;
std_I ogi c; -- also to DOUT(5)
std_I ogi c;
std_I ogi c; -- also to DOUT(6)

=>
=>
=>
=>
=>
=>
=>
=>

DATA(7),Y => DIN(1), OE => DOE, A => DOUT(1)):
DATA(6),Y => DIN(2), OE => DOE, A => DOUT(2)):
DATA(5),Y => DIN(3), OE => DOE, A => DOUT(3));
DATA(4),Y => DIN(4), OE => DOE, A => DOUT(4)):
DATA(3),Y => DIN(5), OE => DOE, A => DOUT(5));
DATA(2),Y => DIN(6), OE => DOE, A => DOUT(6));
DATA(1),Y => DIN(7), OE => DOE, A => DOUT(7)):
DATA(O),Y => DIN(8), OE => DOE, A => DOUT(8));

CLKB: CLKBUF port map (A => CLOCK, Z => CLK)

RESETB:

RESET BUFFER:

I NVBUF port

-- Input Buffers:

DI _EN:
DO_EN:
KY_EN:

ENCODE:

I NVBUF port
I NVBUF port

I NVBUF port

Qut put Buffers:

map ( A => RESET_N, Z => RESET);

map ( A=>DEN Z =>DE

map ( A =>DOE_N, Z => DOE);

map ( A => KEY_N, Z => KEYE)

I NBUF port map ( A => ENCRYPT, Z => ENCR);

DIRQ OUTBUF port map ( A => DIREQN, OE => PIN.OE, Z => DI_REQ N);

DORQ QUTBUF port map ( A => DORDY_N, CE => PIN_OE, Z => DO RDY_N)

KYRQ OUTBUF port map ( A => KEYREQ N, OE => PIN_ OE, Z => KEY_REQ N);
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STATEMACH: STATEM
port map (

)

CLK

RESET

DI E

DOE

KEYE

ENCR

DI REQ N
DORDY_N
KEYREQ N
LR_LOAD
LR_SHFT_EN
CD DIR
CD_MODE
CD_SHFT_EN

DSLI CEO: DSLI CE

port map (
RI =>
LI =>
Pl =>
EL =>
ER =>
K =>
CLK =>
RESET =>
LD =>
SE =>
PO =>
RRO =>
RLO =>
LO =>

)

DOUT(2) <= R8;

DSLI CE1: DSLI CE

port map (
RI =>
LI =>
Pl =>
EL =>
ER =>
K =>
CLK =>
RESET =>
LD =>
SE =>
PO =>
RRO =>
RLO =>

-- 1 byte each of L and R

=> CLK,
=> RESET,
=> DI E,
=> EX]E,
=> KEYE,
=> ENCR,
=> DI REQ N,
=> DORDY_N,
=> KEYREQ N,
=> LR _LQAD,
=> LR _SHFT_EN,
=> CD DI R,
=> CD_MODE,
=> CD_SHFT_EN

DI N(1),

DI N(2),

Pl (1to 8),

R32,

R9,

KS(1 to 12),

CLK,

RESET,

LR _LOAD,

LR _SHFT_EN,

PO (1 to 8),

RS,

R1,

DOUT( 1)

DI N(3),

DI N(4),

Pl (9 to 16),

RS,

R17,

KS(13 to 24),

CLK,

RESET,

LR _LOAD,

LR _SHFT_EN,

PO (9 to 16),

R16,

R9,
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LO => DOUT( 3)

)

DOUT(4) <= RI6:

CREG CD_REG -- key for DSLICEO/1
port map (
D1 => DIN(1),
D2 => DIN(2),
D3 => DI N(3),
D4 => DI N(4),
CD DIR => CD DR
CD_MODE => CD_MODE,
CD_SHFT_EN => CD SHFT_EN,
CLK => CLK,
RESET => RESET,
CDoUT => CD(1 to 28)
)
PC2C.
process(CD) -- 9),q18),q22), 25) not used
begi n

KS(1) <= CD(14); KS(2) <= CD(17); KS(3) <= CD(11); KS(4) <= C(24);

KS(5) <= CD(1); KS(6) <= CD(5); KS(7) <= C(3); KS(8) <= CI(28);

KS(9) <= CD(15); KS(10) <= CD(6); KS(11) <= CD(21); KS(12) <= CD(10);

KS(13) <= CD(23); KS(14) <= CD(19); KS(15) <= CD(12); KS(16) <= CD(4);

KS(17) <= CD(26); KS(18) <= CD(8); KS(19) <= CD(16); KS(20) <= CX7);

KS(21) <= CD(27); KS(22) <= CD(20); KS(23) <= CD(13); KS(24) <= CI2);
end process;

DSLI CE2: DSLI CE

port map (
RI => DIN(5),
LI => DI N(6),
PI => Pl (17 to 24),
EL => R16,
ER => R25,
K => KS(25 to 36),
CLK => CLK,
RESET => RESET,
LD => LR _LOAD,
SE => LR_SHFT_EN,
PO => PO (17 to 24),
RRO => R24,
RLO => R17,
LO => DOUT(5)

)
DOUT(6) <= R24;
DSLI CE3: DSLI CE

port map (
RI = DIN(7),
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LI => DI N(8),
PI => Pl (25 to 32),
EL => R24,
ER => Ri1,
K => KS(37 to 48),
CLK => CLK,
RESET => RESET,
LD => LR _LOAD,
SE => LR_SHFT_EN,
PO => PO (25 to 32),
RRO => R32,
RLO => R25,
LO => DOUT(7)
)
DOUT(8) <= R32;
DREG CD_REG - key for DSLICE2/3
port map (
D1 => DIN(7),
D2 => DI N(6),
D3 => DIN(5),
D4 => CI( 28), - as per PC1
CD DIR => CD DR
CD_MODE => CD_MODE,
CD_SHFT_EN => CD SHFT_EN,
CLK => CLK,
RESET => RESET,
CDOUT => CD(29 to 56)
)
PC2D:
process(CD) - X7),(10), X 15), D(26) not used (add 28 to get KS)
begi n
KS(25) <= CD(41); KS(26) <= CD(52); KS(27) <= CD(31); KS(28) <= CI(37);
KS(29) <= CD(47); KS(30) <= CI(55); KS(31) <= CD(30); KS(32) <= CD(40);
KS(33) <= CD(51); KS(34) <= CD(45); KS(35) <= CD(33); KS(36) <= CD(48);
KS(37) <= CD(44); KS(38) <= CD(49); KS(39) <= CD(39); KS(40) <= CD(56);
KS(41) <= CD(34); KS(42) <= CD(53); KS(43) <= CD(46); KS(44) <= CD(42);
KS(45) <= CD(50); KS(46) <= CD(36); KS(47) <= CD(29); KS(48) <= CD(32);
end process;
P_PERM - P Pernutation for all DSLICEs
process( PO
begi n
Pl (1) <= PQ(16); PI(2) <= PQ(7); PI(3) <= PO(20); PI(4) <= PQ(21);
PI(5) <= PQ(29); PI(6) <= PO12); PI(7) <= PQ(28); PI(8) <= PQ17);
PI(9) <= PQ(1); PI(10) <= PQ(15); PI(11) <= PQ(23); PI(12) <= PQ(26);
Pl (13) <= PQ(5); PlI(14) <= PQ(18); PI(15) <= PQ(31); PI(16) <= PQ(10);
Pl (17) <= PQ(2); PI(18) <= PO(8); PI(19) <= PQ(24); PI(20) <= PO(14);
Pl (21) <= PQ(32); PI(22) <= PQ(27); PI(23) <= PQ(3); PlI(24) <= PQ(9);
Pl (25) <= PQ(19); PI(26) <= PQ(13); PI(27) <= PQ(30); PI(28) <= PO 6);
Pl (29) <= PQ(22); PI(30) <= PQ(11); PI(31) <= PQ(4); PI(32) <= PQ25);
( des.vhdl




.. Page
(vHDL Listing wea 25 aproro7o1 ) g )

end process;

end BEHAVE;

configuration BEHAVE _CONFI G of DES is
for BEHAVE
for DSLICEO: DSLICE
for BEHAVE
for S1: SBOX
use entity work. SBOX1( BEHAVE) ;
end for;
for S2: SBOX
use entity work. SBOX2( BEHAVE) ;
end for;
end for;
end for;
for DSLICE1l: DSLICE
for BEHAVE
for S1: SBOX
use entity work. SBOX3( BEHAVE) ;
end for;
for S2: SBOX
use entity work. SBOX4( BEHAVE) ;
end for;
end for;
end for;
for DSLICE2: DSLICE
for BEHAVE
for S1: SBOX
use entity work. SBOX5( BEHAVE) ;
end for;
for S2: SBOX
use entity work. SBOX6( BEHAVE) ;
end for;
end for;
end for;
for DSLICE3: DSLICE
for BEHAVE
for S1: SBOX
use entity work. SBOX7( BEHAVE) ;
end for;
for S2: SBOX
use entity work. SBOX8( BEHAVE) ;
end for;
end for;
end for;
end for;
end BEHAVE CONFI G
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